The 'democratizing' influence of the Internet is only as effective as the political culture and the people's readiness to actively use the medium for meaningful engagement, as well as a mainstream media that is capable of being a watchdog on those in power. To achieve the democratic potential of the Internet, (a) we need to develop best practices in socio-political blogging; (b) the basic principles of ethical journalism -transparency, accuracy, accountability, fairness, verifiability -should apply to blogs that claim to provide readers a space to engage in free and honest intellectual exchanges; and (c) the Internet as a tool to instigate fundamental reforms is only as effective as its users, and the environment that allows users to generate new knowledge and critically engage in the political process.
Background
Do not listen to rumors. Don't talk to strangers. I remember these routine whispers in 1969 in the schoolyard, coffee shops and at home. We were told the wrong word uttered would land you in jail. That caution was certainly real to a Form Two kid, haunted by stories of people attacked by rioters on the streets, outside cinemas, churches, temples. Each story embellished and sounded bloodier than the one before.
For a week after May 13 in 1969 in Penang, Malaysia I witnessed my father and other folks -Chinese, Indians and a few Eurasians -shuffled off to the cemetery for their nightly watch outside our village with metal pipes, bamboo spears and improvised tools of defense -just in case Malays from the nearby kampung attacked us in the dark. That was a very long week to a 14-year-old who slept with his school shoes on, just in case.
ICoSaPS Conference Proceedings
Much has changed in what Malaysians can openly talk about today. The silent majority now have a channel to sneak in their political dissent, which they could not in the past without risks of being detained for interrogation by the authorities. The state has certainly sued critical bloggers and Twitter users for defamation -and in some cases for destabilizing the public order -under the Communications and Multimedia Act 1998.
(The government is considering amending the CMA to include: registering political blogs and websites, increase in penalties for offences related to undesirable content, broader power for the Internet regulatory body -the Malaysian Communications and Multimedia

Commission (MCMC) -to take down online content without proper oversight).
The most recent case is the online news portal, Malaysiakini, for publishing selected 1. Dealing with falsehoods and conspiracy theories, and being more exposed to data but becoming less informed.
2. Trapped in the 'echo chambers' -we curate sites that we agree with, consequently we polarize our views of the world.
3. Simplifying complex issues in 140 characters, jumping to conclusions in short commentaries to stay in the short news cycle.
4. Becoming more reactive in posting Tweets and short messages than reasoned reflection and civil conversations/dialogue.
To address these challenges: We need to develop best practices in responsible sociopolitical blogging to fight off the government's interference in free expression on the Internet. Think before Tweeting or posting messages on social media. Sounds like common sense. But common too, and understandably so, is the people's righteous indignation and fiery reactions to the impunity that Malaysian politicians and their sycophants have long enjoyed for their racialized public statements, corrupt dealings and abuse of power.
We should, however, recognize that the Internet is not beyond regulation for obvious reasons: to protect intellectual property rights, to curb child pornography, piracy, frauds, racial and religious vilification, identify thefts, bullying and so forth.
We should also recognize that there's a darker side to the Internet. It tends to make approximates the number of Indonesian fighters that are also believed to be in Syria and Iraq. Yet the population of Malaysia is barely one-tenth that of Indonesia. In other words, Malaysians seem to be joining ISIS at a higher rate than Indonesians." [3] . Relationship between the media (and socio-political blogs) and government is naturally in constant flux -sometimes contentious, sometimes supportive. Dire consequences arise when the media become singularly pro-government or pro opposition. Whether the online community in countries like Malaysia with their first-person reportage and partisan commentaries will be able to take us where the mainstream media are unable or rather unwilling to remains to be seen.
Here's the fundamental question. Is the Internet in fact polarizing and closing our mind to views that challenge our beliefs? It will be if we fall into the 'echo chamber'. This happens when we Google for information and data to reinforce our views.
Algorithms are customized to give us information we agree with based on our keyword search on controversial topics like same sex marriage, climate change, 1MDB scandals, anti-Trump, anti-Clinton campaigns in the US presidential elections.
Having said that, while the politically engaged continue to use the Internet to confront and question the corrupt governance at many levels of government, it's gerrymandering, and discriminatory policies, we should be mindful of developing best To conclude, whether the Internet is effective or not in planting the seeds of participatory democracy hinges on the extent of community interest and participation in public affairs, which are not particularly high in countries like Malaysia, for instance, and the preparedness of the state to recognize the Internet as a tool to foster participatory democracy rather than just as a tool for economic growth.
While the Internet is not beyond regulation, when the state resort to suppress dissenting views on the Internet for the sake of maintaining public order, national security and race relations, when the online community know for a fact that the government's control of the internet is to primarily protect their power position and to cover their corrupt governance and racial policies, we should respond, and respond according to best practices principles, because the Internet is only as good as our purpose for using it -to organize and mobilize for social change and fundamental reforms, to engage in civil, reasoned reflection, to expand public discourse and to test our ideas with those who don't agree with us.
